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Speakers and panellists

Karen Ambrose, Francis Crick Institute (TRELLIS)
Christine Stansberg, University of Bergen (EOSC ENTRUST)
Jonaa Eva, University of Nottingham (TREvolution / FED-A)

Chair: Chris Cole

Questions to panellists: slido.com #2784135



http://slido.com

Questions for the panel

https /[Islido.com

2784 135
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Trellis, The Francis Crick Institute Trusted -
Research Environment

CRICK
INSTITUTE

By Karen Ambrose

Chief Data Officer &
Head of Data Management and Analytics
Platform Team.

The Francis Crick Institute

224 September 2025
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About us » Leadership and structure » Board »

Edith Heard

Director General, EMBL

THE

The Francis Crick Institute E&s

INSTITUTE

A biomedical discovery institute researching the
fundamental biology of health and disease.

Located in the heart of Kings Cross in central
London, UK.

Over 1500 scientists, students and operational staff
working collaboratively in science, technology,
[EM) disciplines.

al research facility under
I‘i in 2016.

ors!




“Discovery without boundaries” -

CRICK
INSTITUTE

CRICK SCIENCE PROGRAMME

Degeneration
& Ageing

 Translate discoveries into new ways to
prevent, diagnose and treat disease




A little bit about me E

CRICK
INSTITUTE

Chief Data Officer at the Francis Crick Institute.
Responsible for research data management, scientific data
and databases, operational data warehousing, analytics
and reporting.

Over 11 years of experience at the Crick.

Worked on the Human Genome Project at the
Wellcome Sanger Institute, Cambridge, UK

Chair of the Crick Research Data Management Consortium
Member of the EMBL-EBI TSC - SAB
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Requirements to drive the strategic approach ™

CRICK
INSTITUTE

. Global reach - for Global Collaboration bringing data to the projects
. Cloud scalable resources - any problem large or small.

. Cloud agnostic (AWS / Azure / GCP)

. A programmable open platform - integration for orchestration and workflow approval-based
delivery provisioning

A W N =

. Powerful standard activity metadata - standardisation of audit and compliance tracking
. Billing and Cost control: Budgetary control and democratisation of participation

. Bound with a legal agreement - the terms of the project include the method of collaboration.

00 N O U!

. Data control and sharing - “No copy views” - sovereignty and data chain of custody

DARE UK

https://dareuk.org.uk/sprint-exemplar-project-creating-federated-cloud-based-trusted-research-environment/




Result

FRANCIS
CRICK
INSTITUTE

* An eco system of cloud technologies delivering a Project TRE platform around Snowflake™ data fabric.




What is Trellis? E

CRICK
INSTITUTE

» Aservice built by ITO
within the Crick using
some pre-built tools

> Tr

""’ Jigze * A Cloud platform to share
data easily and securely
across institutes; including
across regions

@’)\ Research

* Monitor and easily adjust
budgets for each project

» Replicate quickly for
various projects that need
to share data

C’; Environment

 Suitable for Clinical and
patient identifiable data




Trellis: The Platform & Design

Integrated components in a cloud architecture

TH
FRANCIS
CRICK
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collaborating on a



CRICK DESIGN
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Script
engine

O

Library of build
code for processes

FLOWSs ﬁ Jinja /AIML

GitHub

3 Off-Snowflake
Processing and
interface

6 ELT and
interface

\& DBeaver

Apa.che
Airflow
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Trellis

User
Request
Portal
supported
by
Servicenow

~Trellis

Secure Data Sharing

and Collaboration

Trellis request portal

@ Collaboration and account management

Create new Trusted
Research
Environment

-c+ =t o

Add Users Add Users Modify
E'“.‘_'i‘_'_-.,-' Collaboration Users
Account Account

o Budget control

.

@ Experiment management

a =

Add Add
Experiment Warehouse

THE
FRANCIS

CRICK
INSTITUTE

Add Entity Budget

11



Workflow - end to end snowflake
interfaces and processes

servicenow

D Approval

/
<

Experiment User Entity

SQL
Scripts
{&)
Portal Stored ~
Forms data AWS
Secret

Manager .

GitHubTemplates



Crick Snowflake Organisation

THE
ORG :
subaccount

Create Subaccount process adds
to SubAccount_Details table ORGADMIN

ACCOUNTS
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AccountADMIN UserADMIN
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Benefits of Role Hierarchy

 Allows monitoring of
users by roles.

* Limits access

» Keeps data safe
within the TRE

« Controls the budgets
per role

 Removing access is
very simple

ROLE_METADATA_DB_RW

N
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\

| MR ROLE_DATA_LOADER [

ROLE_ACCOUNT REPORTER [

ROLE_METADATA_DB_RO

ROLE_ACCOUNTABLE_PERSON

\ _
\

\

ROLE_DATA_PROCESSOR [l

ROLE_DATA_SHARER

T ROLE_{{NAME_OF_BODY}} SCH_RW

| KEY |

| |

ROLE_{{NAME_OF_BODY}}_DB_RW

ROLE_{{NAME_OF_BODY}} DB_RO

ROLE_METADATA_SCH_RO

THE

FRANCIS
CRICK
INSTITUTE

B ROLE_{{NAME_OF_BODY}}_SCH_RO

A

ROLE_METADATA_SCH_RW
[
/
/
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Trellis - Data Sharing

k-

Data Sovereignty
& Ownership

Institute !

X

K snowflake

okta

Institute A - Crick Lab

»o€ sSnowflake

X

>0 snowflake

St

XK snowflake
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FRANCIS

The TRELLIS platform - Legal Agreement Structure

» The structure of the legal agreement is three nested documents. INSTITUTE
« At the top level is the Collaboration agreement, encapsulating the data sharing arrangements.
* The next level are the Crick Terms of Service and Order Form, which captures the input data for the
collaboration, and sets out the obligations and roles of every party.
* Finally, there are the Snowflake platform terms and conditions, derived from the Snowflake Master Services
Agreement

Collaboration Agreement

Named Parties to

Agreement Crick Terms of Service

Research Questions

Ethical Approvals
Named Individuals Snowflake Terms and Conditions

Data Description Individual Roles and
Intellectual Property Responsibilities
Agreements . . s
2 . Budget information Platform Responsibilities as Snowflake’s
International Data infrastructure an account holder obligations

Sharing Admin Roles and
responsibilities

Liabilities

The elements in blue are designed to be standard for every agreement, leaving only the elements which have to be
unique to every collaboration in purple.



How are the Five Safes supported: -

Projects

People

Settings

Data

Outputs

1.

—
)

N =

CRICK
INSTITUTE

Approvals: A proposal needs ethics approval and legal approval before a collaboration can be started and a TRE
created solely for, and explicitly restricted to, that project.

RPO signed legals: All people joining have to be part of a established, and approved, Research Performing
Organisation. The organisation has signed a legal document confirming its involvement in the collaboration TRE.
Work Email: All people can only get access through their work email and not by any “home” non affiliated address.
ROLES: All people can only do what is provided for them by one of the 5 different roles related to research process
(Load, Process, Share, Curate or Experiment)

Secure cloud technology (15027001, HIPPA) held in any region available around the world.

Data share means full control rests with owner / processor.

Individual approvals, by accountable people, for person setup, only using affiliated research entities.

Validation: Account email validation, Multi-factor authentication passworded access

Specific roles - separating out the end-end research process. Ensuring conscious action.

Audit & Compliance: Full metadata on login, access, activity, usage, roles, etc. allows strong standardised audit and
compliance reporting

Pseudonomised & Anonymised as needed: Data is pseudonomised & anonymised as per need and agreement.
Documented sharing: Data is held in secure “bedroom” and released to the “living room” under the terms of the
agreement and by approval of someone with the Data Sharer role.

Use monitoring: Monitoring audit for copy / duplication commands and remedial action (incl. automatic removal of
new table of data / suspend user)

Handled by each research collaboration - publication outputs review
Use of SACRO proposed.

18



Future Plans and Work and Conclusions TE o

Future plans and Work

* Review of the architecture and potential to
take advantage of new technologies that are
now available.

* Infrastructure upgrades and security
enhancements, where required.

 Streamline the workflows and integrations.

« Extending the application support for the
platform to support the ever evolving
research environment.

CRICK
INSTITUTE

Current Activity
« Operation platform: 2 years

» Research projects : 4 active/ 4 pending

Conclusions

* Main requirements of the platform have
been fulfilled in the first instance but we
are ever evolving the platform to ensure it
continues to support our research
requirements going forward.

19



Contact Details

FRANCIS

CRICK
INSTITUTE

e Email * LinkedIn

-Karen.Ambrose®crick.ac.uk “

Karen Ambrose

Chief Data Officer & Head
of Data Management and Anal...

*The Francis Crick Institute
-www.crick.ac.uk
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FOSC-ENTRUST:
Furopean Network of Trusted
Research Environments

The view from Norway

UK TRE Community meeting

Christine Stansberg
University of Bergen / NORTRE / EOSC-ENTRUST Architecture WP

- Fundedby N EeOSC | ENTRUST
the European Union
European Metwork of Trusted Research Environments




Fundamental chal

driven analyses or

enge: research and policy-
sensitive datasets

Q: “Health issues in relation to income, education, age, and area of residence?”

Census

Pal Saetrom, NTNU

D E0SC  ENTRUST

European Metwork of Trusted Research Environments



Fundamental chal

driven analyses or

enge: research and policy-
sensitive datasets

Q: “Health issues in relation to income, education, age, and area of residence?”

Census

Census

Pal Saetrom, NTNU
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Improving the situation:
Furopean Network of Trusted Research Environments

build a of European Trusted
Research Environments (TRES)

that enables to sensitive research
data

while with European legal and ethical requirements.

Blueprint and practical building blocks

DE0SC | ENTRUST



How?

- Connect national and domain-specific TREs so researchers can
discover and use data and computing resources across Europe as if
they were part of one system.

« Define and implement shared rules for identity assurance, security,
overnance, and data access that meet GDPR, EHDS, and other EU
rameworks.

* Provide verifiable safeguards for privacy, confidentiality, and data
protection to earn trust from data controllers, researchers, and
citizens.

- Make it easier to run multi-country studies, clinical research, and large-
scale data analyses that require sensitive personal data.
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Driver forum @ e

R European
Genome-phenome
Archive

-

. ) o 0% European
Driver 1: Federated Human Genomics +*J#} Genmicpat:

oY% Infrastructure

Driver 2: Common standards to enable trans- g™ d
national sharing of administrative/register and  §°. CESSUJ

social science data

Driver 3: Clinical Trials @ecrin

Driver 4: Public-Private interactions between

TREs in health and environmental data
DE0SC | ENTRUST
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Provider Forum

TRE Providers Forum consolidate existing expertise and good practices for
the common interoperability blueprint.

Project Sharing,
Workflow, or
Data Movement
Within Trust

=L/

Specialist ?/ E\_/ [[8@] High Capability TRE

Jurisdiction

[ Lower Capability TRE

Speciast TRE D E0SC  ENTRUST

Peter Macca ”U m E L I XI R European Metwork of Trusted Research Environments
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Fundamental challenge: research and policy-
driven analyses on sensitive datasets

Q: “Health issues in relation to income, education, age, and area of residence?”

L
9 Y
£l

Common user journey:

1. Discover data / plan research
2. Get access to data

3. Analyze data
N EeO0SC ENTRUST

European Metwork of Trusted Research Environments

4. Report / publish results
Pal Saetrom, NTNU



Architecture for interoperab

e sensitive data research

28 nger.at'on !-| Discovery Discover data / plan research (R)
ervices Service
7. Get access to data
3. Software 3b. Job Subm. a. Register / apply (R)
Servi Servi
SIvIce ervIce b Joindata (IG)
TRE 3a. TRE 4, c. Make available (IG)
RAZ | op [ rgex B rv 3. Analyze data
-' Service ig 2. Local (R)
bz b, Remote (R)
Mz oMz 4. Report / publish results (R / 1G)
TRE RAZ -TRE A7 R: Researcher
2b. Index 26 IG: Information Governance
-‘ Service
DZ
. NEO0SC ENTRUST
o QMZ QMZ European Metwork of Trusted Research Environments
Pal Seetrofr—rvr~o

DARE UK Federated Architecture Blueprint (zenodo.org/records/14192786)
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Current outputs

Driver requirements year 1 & 2

Provider capabilities year 1 & 2
Catalogue of European TREs and their capabilities year 1 and 2

Federation Blueprint Architecture year 1.5
AAAI Blueprint architecture year 1
Analysis demonstrator year 1

Year 2:
1. Refining Blueprint
2. Trying to define federation interfaces “~eoSC | ENTRUST



The view from Norway
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The view from Norway

« NORTRE as
national SPEs
for health data

—————————————————————————————————————

@NTNU wweos ) SAFE @

- EE EE S S . . .y

—_— . - o e e e .



The view from Norway

Cross-border I
secondary use international Orgs.
infrastructure

Union Data
Access Servyi

HealthData@EU : '
Authorised

Participants
e.g. EDICs, ERICs

request

@ NORTRE

Central support services
provided by EC

e ! NCP2U - National Contact Point for Secondary Use
(R 1 EUCP2U - European Contact Point for Secondary Use

:l Data access services

National dataset/metadata catalogue
Data Access Application Management system

Secure Processing Environments

. . Local services
provided by/to local partners

National |
context



®NORTRE

>T10 years

Supporting most regions,
domains and sectors

Hosting reqgistries,
collections and archives GO NTNU

Towards EHDS HUNTCoud -3
requirements and ISO2700 St

Towards TRE federation

Consortium as national g SAFE § :ﬁ
infrastructure from R
1.1.2026 R

A d
[ A
5 )
~
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®NORTRE

“‘Federation”

 Data transfer between SAFE and
TSD

e eDelivery to connect to
Norwegian and European central

HDAB G NTNU
e Slurm API from TRE to HPC HUNT Cloud o @
being developed .
* Eessi/ CVMFES being set up
Missing: 9 SAFE~ g
* |dentity trust 2=

« 3 different IAM solutions
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European Network of Trusted
Research Environments
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r University of
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UK | CHINA | MALAYSIA

Technical candidates for
federation

What is good federation for research?

Jonaa Eva, University of Nottingham



What is federation?

Independent organisations working together through agreed-upon
standards and protocols, while keeping control over their own data,
services, or platforms.

* Federation is many platforms working together, not one.
» Federation is an ecosystem, not a single system.
* Federation is collaboration, not control.



What is federation in research?

Federation in research aims to mitigate barriers inherent in conducting
research on sensitive, siloed, and disparate data.

= What is possible?
» What is useful?
= What is acceptable”?

Federated research spectrum



Programme vision and objectives

Federated Analytics !'!PBU!’& TREvolution DARE UK
Transform how researchers Improve the way researchers
securely access and analyse securely access and use

data across multiple locations. sensitive data.

» Secure exchange » Standardising TRE architecture

* FAIR and transparency = Al-supported safety checks

» Safe tools and services » Federated platforms



Delivering federated research

Adoption and
implementation

Federated
infrastructure

Standardised
TRE
architecture

Al-supported
safety checks

Scalability and
feasibility

Federated
architecture

Federated
platforms

Secure
exchange

Federated
Research

FAIR and
transparency

Safe tools and
services

Data
standardisation

FAIR data

Legend

Capability

m -



Towards federated research




Adopt standards

Demonstrating how existing international standards can be used to
build trust and enable federation.

» Compliance with standards providing assurance
= KBTRE: open-source platform on Kubernetes
* DARE Early Adopters - what is suitable, relevant and appropriate?

=Tk Global Alliance

SERTATIONAL HEALTH DATA SCIENCES ARD INFORMATICS



Build trust

Developing frameworks and tools to build trust between TRES, the
public, and technology providers.

= PPIE: Public advisory boards, public co-leads, open events

» SATRE specification standardising capabilities of TREs
* Five Safes RO-Crate approach for packaging metadata

— 55 RO-Crate




Engaging the ecosystem

We must engage with groups across the ecosystem to build trust, understand
requirements and surface expectations.

/ N
E UK Research l. ‘\
and Innovation
\ & »,’ SDC-REEOOT SeRP

) DAREUK HDRUK

v 1
%} Safe Data Access Professionals

Research Data
- . o X
P EOSC E!%_ community organisations = T R E
Industry 7,
*USEMY data vendors BCéPlOI‘FOFmS

3 Bitfount



What's important to TREs?

» Understanding importance of elements that TREs
consider when managing sensitive data.

= Trust between TREs
= Control over analysis movements and the .f s
levels AL Kol 95 B

* Data access Ot o
= Different modes of data access between a
federation of TREs




Enable federation

Establishing methods to address the complexity of undertaking
research that involves many TREs.

* Director: supporting a federated standard operating model

* Five Safes (5S) TES: implementation of GA4GH TES standard for
iInteroperabillity

» Singapore-UK use-case: synthetic OMOP data

N4 P AN
A s 5S TES #Bunny “@°) 5SRO-Crate
’ L=,

1 ¥
—_—
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Accelerate research

By promoting standards, building trust and enabling federation, we aim
to speed up discoveries across multiple TREs.

* HDR Gateway enabling cohort discovery
» SACRO supporting output checkers to enhance oversight
= Aligning governance with Five Safes framework

Health Data Research >
Innovation Gateway SA

12



Delivering federated research

EOSC-
PANORAMA TESK ENTRUST

\S/g;g Director
ELIXIR

Federated Federated
infrastructure architecture

';T;?Or?rf: Five Safes TES

Standardised
TRE Secure Legend
exchange

architecture
Adoption and Federated Capability
implementation Research Fulek .
Objective
Al-supported FAIR and
safety checks transparency

Safe tools and Five Safes RO-
services Crate

Scalability and Data
feasibility standardisation

SAFER Bunny :
FRIDGE Carrot S'”u%nggz'eu’(
FOCUS-5 Lettuce




What is good federation for
research?



What is good federation for research?
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What is good federation for research?

Possible

Acceptable
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What is good federation for research?

Adopt Standards. Build Trust. Enable Federation. Accelerate Research.

Possible

Acceptable
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What is good federation for research?

Adopt Standards. Build Trust. Enable Federation. Accelerate Research.

U Bitfount BCSPImforms E@ﬁ'r N Eeonsc

Data
organisations

Industry

i-) DARE UK vendors

Research Sﬁ SeRP Possible HDRUK

Comm unity Health Data Research LK

»
< Bunny mi";:';t?:.?ai‘i?%’i“ >

%5. I Acceptable

ﬁﬂm * use MY data !"‘ Global Alliance
’ ‘o A Y

@) 5SRO-Crate

for Genomics & Health
a trusted woice in patient data » N

Collaborate. Innovate

Accealerate
e o 7 \¢
\ 1 SDC-REBOOT % Safe Data Access Professionals
\ # COMMUNITY :
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Get involved!

= Durham University
» _ancaster University

= National Health Service
Scotland

= Nottingham University
Hospitals NHS Trust

» Research Data Scotland
= Swansea University
= University College London

= University of Basel,
Switzerland

= University of Cape Town,
South Africa

= University of Dundee
= University of Manchester
= University of Nottingham

= University of Queensland,
Australia

= University of West
England

HDRUK

Health Data Research UK

=) DARE UK

TREvolution

et =...4 T
iiiiiiiii
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r University of
L B Nottingham
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Thank you
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